
Cyber Crime Seminar 
No Victim Too Small – Why Small Businesses Are Low Hanging Fruit 



Why Are We Here? 

• What is Cybercrime? 
 

• Why YOU may become 
the next victim? 
 

• What do they attack? 
 

• Why do they attack? 
 

• How to protect yourself, 
your family, and your 
business! 



Why This Is Important ~ A Little History 

 289,874 is the number of REPORTED incidents in 2012 

 

 $525,441,110 is the amount of REPORTED funds stolen in 2012 





Common PC Rationales? 

• There’s Nothing A Hacker Would Want 

On My PC. 

• I Don’t Store Sensitive Information On 

My PC. 

• I Only Use It For Checking E-mail.  

• My Company Isn’t Big Enough To Worry 

About Hackers? 



How Valuable Is A Hacked Workstation 



Waves of Attacks 



What An Attack Might Look Like 





 

Helpful Tip #1: Backup Your Data 

1. Run Daily Backups of Critical Data 
 

2. Automated Offsite Backups Are 
Invaluable 
 

3. Check / Test Your Data Backups 
Monthly (Minimum) 

 

 

 



Why Else Do They Want Your 

Workstation 





How They Get Paid 



What Does It Look Like 



Real Value? 

One prominent credential seller in the 
underground reported: 
 

• iTunes accounts for $8 
 

• Fedex.com, Continental.com and 
United.com accounts for USD $6 
 

• Groupon.com accounts fetch $5 
 

• $4 buys hacked credentials at registrar 
and hosting provider Godaddy.com, as 
well as wireless providers Att.com, 
Sprint.com, Verizonwireless.com, and 
Tmobile.com 
 

• Active accounts at Facebook and Twitter 
retail for just $2.50 each 

 

93% of companies that lose their data - file for 

bankruptcy within 1 year [National Archives]  



“3D Printing And Credit Card Skimmers!” 



 

Helpful Tip #2: Multiple Bank Accounts 

1. One Account for Payroll and Taxes  
 
– NO DEBIT OR CREDIT CARDS 
ASSOCIATED WITH THIS ACCOUNT 
 

2. One Account for Operations & 
Expenses 
 
– AVOID  DEBIT OR CREDIT CARDS 
ASSOCIATED WITH THIS ACCOUNT 
 

 



 

Password  

Examples 
Social 



 

Helpful Tip #3: Password Rules 

1. DON’T SHARE PASSWORDS 
 
– This includes your “IT Guy” 
– Type your password for them 
 

2. One Password Per Account 
 

3. No Password POST-IT NOTES! 
 

4. Change Your Password Every 60 Days 
 

5. Use a phrase with numbers and characters: 
 
“I Only Have Eyes For You”  
 

       ”!0hE4uAug” 
 
 

 



 

Helpful Tip #4: Windows Firewall & UAC 

1. Re-Enable Windows Firewall 
 
 

2. Install Current AntiVirus Software 
(and keep it current please) 
 
 

3. Enable User Access Control (UAC) 
 
-- We know it is considered obnoxious, 
but it really does work to help prevent 
attacks against your workstation 
 
>> Control Panel> User Accounts 
 
 

4. Seek professional help to secure your 
business network 
 

 



 

Who Is Hacking: Why Are They Doing This 

1. Chinese Army  
Tied To Hacking US Companies 
~ Better Natural Gas Prices 

 

2. Russian Company Espionage  
~ Caused A Competitor To Lose 
Millions In Sales By Shutting 
Them Down For A Week 
 

3. Ukraine Hackers Steal Debit 
Cards ~ Withdraw Millions From 
Various New York ATM’s  

4. Nigerian Scams, And On, And 
On… 

 



 

Helpful Tip #5: What To Do If Attacked 

1. Disconnect Your Workstation From The 
Network AND Internet 
 
 

2. Seek Professional Help 
 
 

3. When Appropriate, Contact The Police 
And Your Insurance Company 
 
 

4. Don’t Start “Googling” For The Fix 
 
-- Russian firm w/ 500 employees 
wrote the bug and charged $79.95 to 
your credit card to fix the solution 
they created in the first place! 
 

 



 

Helpful Tip #6: Work Smarter 

1. Name 

2. Address 

3. Phone 

4. DOB 

5. Education (College/High School) 

6. Mother’s Maiden Name? 

7. Mothers fathers name 

8. Friends names 

9. Children’s names 

10. Children's school 

11. Children's DOB 

12. Pets name 

13. Browsing habits (websites, services, 
hobbies, likes, etc… 

14. And on, and on and on…) 
 
 

 



 

Social Media Policies and Procedures 

1. Know who is authorized to add 

content 

2. Type of content allowed 

3. Who has access 

4. Who has login info 

5. Which sites are used 

6. Employee Termination Policy 
 

According to a Microsoft study, phishing via social  

Networks grew from 8.3% in 2010 to 84.5% in 2011 

(increasing steadily since then)   



If You Allow Users To Access 

• Corporate E-mail 

• Corporate Data 

• Remote Access To Corp Network 

 

Then You MUST have Mobile Device 

Management To Ensure You Can Wipe 

Your Corporate Data If The Device Is 

Lost Or Stolen. 

 



N.Y.P.D. Has Setup An iPhone Unit 

 

San Francisco ½ Of Crimes Reported Are Phone Theft  



Where Do Employees Leave Your Corporate Data 

And Email? 

Put A 

Lock 

On Your 

Phone 

 

TODAY! 



 

Perkele: Android Malware Kit 

1. Can Help Defeat Multi-factor 
Authentication Used By Many Banks 

2. Interacts With A Wide Variety Of 
Malware Already Resident On A 
Victim’s PC 

3. When A Victim Visits His Bank’s Web 
Site, The Trojan Injects Malicious Code 
Prompting The User To Enter His 
Mobile Information, Including Phone 
Number And OS Type 

When the bank sends an SMS with a one-time code, 

Perkele intercepts that code and sends it to the attacker’s 

control server. Then the malicious script completes an 

unauthorized transaction. 



 Train Staff On Social Engineering! 

 

 Know The Source 

 

 Limit Telephone Information Sharing 
 

 Physical Security 
 

 Wireless “Hot Spots” & Hotel Internet 
 

 Your Equipment @ Offsite Locations 
including Starbucks & Conferences 
 

 Ability To Disable The Device If It’s Lost Or 
Stolen (LoJack, Encryption, Etc.) 

 

 
Helpful Tip #7: Common Sense Security 



 Don’t Use “Home” Version of Microsoft 
Windows On Your Company Workstations 
 

 Encrypt Your Hard Drive 
 

 Use Email Hygiene Provider / Service 
 

 Use Server Based Group Policies 
 

 Use MSP to Manage Company Firewall(s) 
 

 Establish Company-wide Data Policies 

 

 
Helpful Tip #8: Advanced Security Tips 



All You Needed In The 90’s   

 Basic Firewall 

 Antivirus 

 Tape Backup 

 A Good Mullet  



 Review & Test Your Backups 

 Patch Management  

 Force Password Changes 

 Implement Password Policies 

 Secure ALL Mobile Devices 

 Review Workstation Security 

 Review Network Security 

 Enforce Content Filtering 

 
Helpful Tip #9: Patches, Updates, & Your Network 



 

What’s Next on Cybercriminals Agenda? 

1. Website Accounts: Twitter, Facebook, 
Pinterest, YOUR WEBSITE  
 

2. Home Automation Systems 
 

3. Video Conferencing Systems 
 

4. Video Surveillance Systems 

 

5. Refrigerator and Other Network Appliances 
 

6. HVAC Systems  (U.S. Chamber of 
Commerce) 
 

7. Automobiles, Phones, & Televisions 
 

 
 ** Recent Paid Test Results In Disabled Brakes** 

 



 

What’s Next on YOUR Agenda? Network Security Audit   

1. Fill Out The Audit Contact Form 

 

2. Business Development Will Schedule 
An On-site Pre-Audit Meeting  

 

3. Engineer Will Be Scheduled For On-
site Visit 

 

4. Engineer and Business Development 
Will Discuss The Findings Of The Audit 

 

5. Follow Up Client Meeting To Discuss 
Recommendations And Findings Of 
The Audit 
 



 

What Happens Next? One of Two Things Happens 

1. You love the plan but 

decide to implement it on 

your own. If this is the case, 

we’ll wish you the best of luck 

and ask that you keep in touch 

with us to let us know how you’re 

doing  



 

What Happens Next? One of Two Things Happens 

2. You love the plan and 

ask us to get you 

protected ASAP. If that’s 

the case, we’ll knock it out of the 

park ... and that’s a promise.  

 



Founded 1988 

About Nashville Computer 

 16 Employees On Staff 

  

 4 Full Time Helpdesk Engineers 

 

 4 Full Time Senior Level Engineers 

 

 Customized IT Solutions To Fit Your 

Business 

 Website Design And Hosting 

 

NashvilleComputer.com  615-377-0054 


